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2.1

R security module
T EMEE AR, T SEIUE A EENLE] AR ML AR BEE [ R A

o>

L&EIE security credential

R Sy S0 5, e 20 o P B — Rl S AR i AR
2.3

R F security chip

TAEMEL. AT, W] SEILE A BN A R
2.4

ESTBSI differential cryptanalysis

— RIS, T 3 BT R A B SCZE 40 TR I R SCZE S s, LSRR e
KIEH.
2.5

ESBEESHT differential power analysis (DPA)

— MR AT IT R, AT GEE TR A BB S  BE Y A% DIRE AR A EAT 2 A, DAAE
BUR A RA5 B
2.6

T replay attack

— R BB U7, BehFE A SRS 1, A LU A N 2 BSOS 1 B
T )
2.7

G EE/{E initialization vector/initialization value (IV)

TEFNS A, Oy HG 0 22 AV s A 3 B Vo [R) 28 T 5 LN FH - 80 A 4 i A a6 il
2.8

EHR AR EHE L keyed—hash message authentication code (HMAC)

—RPEM ARSI, IS H S His k.



2.9

BAEEFR single sign on (SS0)

R P — RPEEAT B4 5 ) 2 5 B RE A% U 1) 22 BN F I 8 s L
2.10

BAIZA T {E48X electronic codebook operation mode (ECB)

Ir AU SR — B TARREE, AR AL S R W] S0 B 0 SR AN, R . A 4
VE R B4
2. 1

BFZEE digitally seal

A FH PR B 2 R SO R R
2.12

HBFEIZE digital stamp

— R IR A AR R BB N A A, o TR H T SO
2.13

HFif#E electronic evidence

HEL YR R A it £ PR T B0 g F 1 B T A 28 R T A DA TR ) s
2.14

Diffie—Hel Iman tf$ Diffie-Hel Iman protocol

NFR DH 8, —FphE T s Hoa Znl @ . T2 A U i i s A
2.15

EN75M0% one-time—password (0TP), dynamic password

BT AT A& ) — R 4.
2.16

#7SO4S S one—time—password token

A BOT BB 12 I EUA
2.17

HMESINIER S one—time—password system

XA HAHATIMIE, X8 N2 2T E BN RS .
2.18

inZ)iEN®E end-to—end encipherment/encryption

BAEV AT I, A6 H )
2.19

FFRZIBE L symmetric cryptographic algorithm

o R g s A FH A )35 BH 1) 25 A AR
2.20

IFREEA secret key

R TR PR s S R 3 8
2. 21



IR ETE RS symmetric key management system
DUGT R BH O B BN R B P PR B
2.22
ilal#EF] access control
2 R E TG, SOVE IR 48 T 0] B S ) B — R L
2.23

EFNREBBE L/ N RBEE asymmetric cryptographic algorithm/public key
cryptographic algorithm

I R AR FHAS R B B R A 5% o Forp — N8 CAPD AT ATE, 55— N8 (B
P iR, HEHAPSRBRAH & EARATI .
2.24

JEFFFRZFEAXT asymmetric key pair

X TR 25 R AR PR DGR 1) A EH R ARAEH
2.25

SEHZRFDE L block cipher algorithm

4 AN FH R S ] o A B 1R 23 A B A T I 35 () — SR BB A
2.26

SAFRBEETIEHETX block cipher operation mode

SR EMEEA R DT, FEARE A TAER (ECB). 7 41 i TARERE
(CBC). et TAERIZN (CFB). it it TAERA (OFB). vH&#s TAER X (CTR)
£
2.27

AR 28 % 80#| cryptographic server

NRRENUINE W55 2%, REBMALBRITAT Ry 22 AN . F S A S (4L 8 o e 55 0125 1 LI 1 5
2.28

A%8 public key

X FR B A AR ] DA T () 25
2.29

NEAEFIEHE public key infrastructure (PKI)

BT B R S it 0 EL AT 2 () S vt , o] TR L PR e dE . F Sk
BRI 5 2 A R 55 o
2.30

EERZEMY backward secrecy

PRUETI >4 F B 5 20 AN REARESE H LU P 25 18
2.31

HHEMZE A data encipherment/encryption key

RT3k I ik 25 1) 2 5
2.32

S1EHEA session key
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2.33

IKE #13 Internet key exchange protocol

B IETF 52 A PR i s, a2 ST A5 X7 BT S S . P i n 4500 DAL R A e
IE Y — P
2.34

IPSec 1+ Internet Protocol Security

HH VETF il 5 1) i 31 i RO DR RS T 1P A Hictls 2 A PR — b b 258 5 RS0, W DA AR 4l
SEREVECRY L B USE Bar LR P AGT R A 2 4 RS
2.35

ISAKMP 1338 Internet Security Association and Key Management Protocol

IPsec PSS FH I —Fze 4 GO 3 B0 A B, FHFAEPRAS ML AT A5 B S0 1 A5
S MRS 2 2 24
2.36

HZH confidentiality

PRAEAS B A M 2 25 AR AN N L BERE A5 SRR 1 i
2.37

H#ES T{E#E3X counter operation mode (CTR)

I3 AR R SRR i P A B R ) — b AR FURRIE S, A0 oh i BB A o BRI
WNFPHVHEAT oy IS5, Fs S AT LR 5 W SO LURE Sl 303 50, AR a0 TH s
VR 3G 5 ol J RIS AR R SR — I 20 A PR A)

2.38

{REW & masquerade attack

BeZ R E P, W 1 Bt 77
2.39

BEWIEHEIN T verifier impersonation attack

UG R A= rATIE T E L ATl <l BL G EA RS
2.40

% encipherment/encryption

Xof B AT B 0 AR 4 LA A SO R A
2. 41

nE 248 public key for encryption

xR i R T S BB L R AP
2.42

NZFLEH private key for decryption

xR i Ak T T S B AL M AL
2.43

INZRIEH encipherment certificate/exchange certificate

IR IIE SNk ST B



2. 44
f#%2 decipherment/decryption
IS SR I ()30 i R
2.45
X EIEE current cryptology
KRR 20 tHAL 40 FAUK, AR IH RGN GBS N, DU 23505 BRI A
B a5 R 3 27
2.46
PR #EYE non-repudiation
WRRA T NYE, UE—A O R AR ERAEAT R JEIEA AR 5T
2.47
B&IE off-line attack
— PR Y LA SR Es HEA T 20 A R B S B Uy v
2.48
W EEINE link—by-1ink encipherment/encryption
BHACNT R RS 2 B AR, AN RUR BN s, AR N R .
2.49
88 cipher
Y e M, A Bk S R AR B — A A BN LR PR E AT
2.50
#HIF cryptology
WU 5 B ATE S A U A, $R P2 A SR, R RARR A0 B AR L
B PR — RO
2. 51
ZZREH] cryptographic machine
REMEINTIZATIN, SCHLSMIZ ., S ESEIhRe, 1ROV RS 1 %
2.52
2018 cryptographic theory
WEFCE A AR e R TR A N A BRI
2.53
ZHRIFEIR cryptographic module
SCILERLIZ HINRE) . AN MO AR B e G
2.54
BREE % cryptographic algorithm
13 5 i Ak T R P d SRR
2.55
FHEEEH cryptographic algorithm chip
SIS I I RE M S R O o
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RS cryptosystem
KB B BB A CEAR, SEOLE LT Re Can: s fLs. s

YHIAE . P (RS,

PEZEN
2.57
Z81hi cryptographic protocol
PSS BA B2 5 38 P B A AR, 4 IR BRI, Sy ids B RMRR & H I 1T R )
—RIILIK,
2.58

ZELZEE L hash algorithm
KA R A R a0 A B RN TR K L s 31— A [
R, H e B o) =AM
(1) R—ANEE P 3R B 2124 ) — AN S v & E R E
(2) =58 W N 3R BE WIS 21 [/ — AN B 10 ) — AN & T B R HER

(3) BERIUAS [ IR i AN TR 380 ] i o A3 DRHE R

2.59
WZEEEZ secret sharing
WRRBAEE 5 =%, KR SR AR, A FH B BB A0 H 1K B35 A e S i b
fRpLI
2.60
I ciphertext
e Je (K5 o
2. 61
BYRIRT{EHEX cipher feedback operation mode (CFB)
P93 20 B0 SV E A 3 P 4 B R 1) — A CAER e JURRAE A, A 2 AL R0 2 i i o
TLeHE, 5 SOR LR e allfe 208550, %% SC R I BB 55N — I 21 N P81
2.62

T EEIET/EHS cipher block chaining operation mode (CBC)
O3 el B SR — Rl TAERL, JLRFAE 2K 210 10 B S 4l 5 a0 — 3% S b AT ks

S PR REAT I A B i S0 4

2.63
T key
2 1 25 A AR IS B OGBS RS
2.64
#iAED key backup
MR Vo6 35 B 22 A SR BIAA R AR IR R, 2t R85 T3 A IR
2.65
Z4A4%mHE key schedule
Iy B SL R TAR R P R A e S I SE I T
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WA, key generation

FERE g B 2R B R I R
2.67

Z4REY key revocation

B R I
2.68

ZEAEIX key transportation

SR ) A2 52 ORI TR B B IR I
2.69

Z4HTEME key storage

W B IRAFAE R 8 324 (R AL A
2.70

F{H9 A key distribution

P IR 22 A P SCRE B D 2 B4 0 B SEAA R I R
2.1

K

FHHAE key division

i IR L RN B FN 2 AR, B AR O B P 00
2.72

WHHEH key update

M PR NS PR R .
2.73

Z4HETH key management

WRAE e, MBI A 2k AEE SR IR O &0

WA R B
2.74
THEH ALY key management system
SCIL A I REN RS .
2.75
ety key management center (KMC)
DT E B o
2.76
#Z40Y34Y key archive
W T o3 R BASTEAL FH ()26 40 73 Fd s I 2 R AF IR B
2.77
24 E key recovery
VAR B8 3 11 B8 B A 38 ] HPIRAS Rl A2
2.78
FHAME TSR key encryption key (KEK)
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2.79

A=A key space

P AT RE RS AL A G o
2.80

Z4AIA key confirmation

—ANSEARTRAE 51— SR ) SR IE R I B A
2. 81

ZEAHE TR key |ifetime

BRI AL T U5 300 d 8 e A S P A A o S 01
2.82

FEH$EE key destruction

W P ) B GE AR ) T A R, AR R
2.83

R/ EiHHE key agreement/key exchange

PAAN B2 A ST I AH B AR e Bk L R e vy — AN L R A 2 A i i, H A
SEAA TGV P 18 3X A Bk % A5 D IR
2.84

AR key cycle

725 A A7
2.85

B3 plaintext

R I ()RR A s D i ) AR
2.86

PCl 288+ PCl cryptographic module

LL PCI/PCI-E S &4 1S5 AH G A AHEFL (1) Be s M7 BRI 235 i ik 25 0 % 40 45 BE Dh e 1)
RN E
2.87

KRZERE signature policy

BRI IR 2544 1 — R
2.88

Z2Z/N%H public key for signature

PR L b H TR 4 A AR A
2.89

Z2ZFhEH private key for signature

eI Fr A kTR TR AR A A
2.90

ZZIEB signature certificate
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2.91

B ERE T forward secrecy

PRUE L 4 F 7 LU I s AN e HE S 10 )5 S B 8
2.92

]

BT exhaustive attack
A I 223 2 B T AT )R] REAE LASRAS B 5 4 B8 IR Mok 77 vk
2.93
RSA B 3% Rivest—Shamir-Adleman algorithm (RSA)
TP ORI PR i I ) A B R A B
2.94
SHA-1 B 3% secure hash algorithm(SHA)
R B Ak, Tty 160 LEFE.
2.95
SHA-256
— M AR, ot ok 256 LUk
2.96
SHA-3
R R g B Ak, Tty 160 LEkE.
2.97
& ZAT device key pair
TRV Sy AR BEATE LR AR PR X
2.98
B4R /R{KXE 5| authentication/entity authentication
BN — AN SEAR T RS A AL A
2.99
4 HId5 birthday attack
—Rp N B A G L I B O, AR A BT R R A T S (RIER
—/MillAED
2.100
a2 time stamp (TS)
XTI TR e R A5 A4 B AT 28 A A3 B B0 K, FH T2 W 540 1) Ik 1) Jag 17k
2. 101
BB M4 time stamp authority (TSA)
FH A = A R BRI T ) ] A IR 45 LA
2.102
B E B &S time stamp authority system
FH R 7= A R BRI TRV R IR 7 3 R 45
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2.103

i E B i time stamp protocol (TSP)

3 IS TR R R A X S AR DG A R s
2.104

¥ privilege authorization

EEMEEHARSG T, B ES M EHE K.

2.105

IEWMETERMIZME privilege management infrastructure (PMI)

ROt JEVENRSS, Vi il A RS PR B, SEIHT - 5 00 3 N P e, 5 52 Br N Ak
PEBECARN B 5 AR T R G0 S U [ 22 I DI e -

2.106

EPUSE privilege information

EEMEEH RS T, HTFPRREARS M ARG ECRNE .
2.107

IEPLER privilege certificate

EEIEEH ARG, W EAS A EXRKEIEIET.
2.108

MR IT{E#EX output feedback operation mode (OFB)

P B R SV E R 18 P A B R 1) — AR, JURPAES , K S50 2 i I 20 e P 41
Feir 5 W SCE LR e A 218 3T, (RIS S50 24 iy I 221 PRy A DA BB R — I Z R AN
2.109

RSB data integrity

B AT T 52 DLAEBATT TR 1) B SO A R P 5T
2.110

BYEEYM attribute authority (AA)

XF Ja P A A AT 4 A i U B R AT A IR S5 B
2. 11

BHEHEHARY attribute authority system

FISRF A B0 Ay SRR R MR A B R 4
2.112

BMIES attribute certificate

¥R P S0 5 8 G B8, F Tk B - BRI —Fh Bt 4544, i 8 Pk BN LA B
2.113

#{=F&E A digital signature

R0 A RN 26 40 B I e B AR H i SAS B 25 1, i 45 R e AR A4 8 1
ONEHREATIOAE, F T DA 2 44 5000 ) SE B L 25 44 38 B 4 IR SL SR RN 28 44 4T 0 IR pL s v
2.114

HF(FF digital envelope
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— R R AR, A O RR R I 1) 25 SCRUR 28 A s (R R PR 3 A
2.115

B=FiFHB digital certificate

WARAPIESS, HUEIAMEN (CA) B4 REE AT HAMEEE R STF%H.
BERFAG B A RN LS A B — R B 4509 o« 122RnRT 23 S RS HUAAIE AT
FUEAS, IV 53 A2 AR R I U
2.116

FA%H private key

X FR 2 A AR v K e A AR A A FF 3
2.117

SM1 & 3% SM1 algorithm

RN RIS, SRR 128 LR, BB 128 LU,
2.118

SM2 B % SM2 algorithm

—Rh I 2 o PR RS AR, O RN 256 LhY .
2.119

SM3 E 3% SM3 algorithm

— R AR S, gt ol 256 EUiE.
2.120

SM4 B% SM4 algorithm

— ol Em RS, AR 128 LUK, BN 128 LUFT.
2. 121

SM7 3% SM7 algorithm

— o R, AR 128 Lok, SN 128 LEks.
2.122

SM9 FHRIE L

— R IET B B TR B AR X PR B A AR
2.123

2

N

SSL 1Y secure socket layer protocol

— AL R 2 A L, TR R i AR 45 i ) PR 22 A TR TE
2.124

H%FRIR algorithm identifier

F 02 R AL AT ME— FR IR A5 5
2.125

FEHLEL random number

Q567 ) R | P S Wata S AT IS 1 = W /71 ' S D i
2.126

FEFE %442 random number generator
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2.127

Fa[E ph 2% DH 3R 1L elliptic curve Diffie—Hellman key agreement (ECDH)

NRRNGIA M2k DH B 5%, e TP e TG 15 th 2% 25 WO #00) i) Diffie-Hellman
R
2.128

WiE ph 25 R0 % elliptic curve cryptography algorithm (ECG)

BE T B A [53]  Ze  HO0k H ) 20 P A R S S
2.129

VPN ZZ58# VPN cryptographic machine

SEHEL VPN DhRERT & #0505 2%, RR VPN 224 K,
2.130

MEZSLUdT ciphertext-only attack

— R o3 AT B SO AT B B 1 T
2. 131

IR FRE=F modern cryptology

FEFR 20 HED 70 AEARLK, FEBEHE FHIAR S WAEEAR R v H S LH A I A i 2 3 1 LA
PN AR, DLSEILOR S HEI] . DA S e ME RS A JE A 2 s 2
2.132

R FRLSHT linear cryptanalysis

R AT IO B SRR B R IR A T LU I B G AR AT B A B () T
2.133

HB X715 message authentication code (MAC)

XORRIH R INIERD, & B S Sk i o
2.134

HRKHEL MAC algorithm

Al B S0k v S SR M RS R v ST 0%, AT T R e A ) 001
2.135

HEIHZE message digest

MEPSEASNRR PR Sy KE Edl[Tafspe 8
2.136

FH| R E % stream cipher algorithm

W W] SCI8 EUARR 1 7 A32 SE R — Tofon) TR 85 i B0
2.137

ERIEAM virtual private network (VPN)

A B B AR AE A7 0 248 A e Al TE IR
2.138

EFEZ LU chosen—ciphertext attack
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. 139

EFEBALHF chosen—plaintext attack
— PP R R B ORI Y 56 SCHEA T 23 #1053 ks v

. 140

BHA KT known—plaintext attack
— T FH R AT X Y. P R SR 5 S kAT 4 B ) s R s vk

141

Z*%={E hash value
LR CE R SeN ATk

. 142

HEZM i on-line attack
—PRE MG T IS R P A BB AT . B B e, A SN B vk

. 143

JEBHRIBFF certificate identifier
Bk o B Am R — P — B o .

. 144

IFBHEEEFIE certificate revocation list (CRL)
FHAE B AEN (CA) 28K IR AT IR UE 5 514 .

. 145

JEBIAMENIHI certification authority (CA)
X B Uk AT A 2R Ay BRI B SEAR . RO FE R ARSI

. 146

IEBINERSE certificate authentication system
MECFUE B R RAT BB RS S B A Ay M T N R &

. 147

JERIEIE certificate validation
o FEUIGHIE SRS A A UE T A M A B sE PR ) 7

. 148

IEBEMALH registration authority (RA)
SZIECAUE RS BRI A Y A A% ) S AR

. 149

EEE I1C k£ smart card
SEH R i E AN S RS CPU (P o b HE 28 ) IR IR F .
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2. 151
8 AKX T man—-in—the-middle attack
IR I RS SO A s L E A A h SR B U7k
2.152
F%4A master key
Wb TR PREE S RS E A RS R TR Tz, T T 28R A sl v
2.153
FHMW A& dictionary attack
o p AT A PR B - 2 R e D R R T A 2% L DU AR A 4 i B T
%o
2.154
AP ZFEFIZRLE L ZUC stream cipher algorithm
— PR A
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security module

security credential

security chip

differential cryptanalysis
differential power analysis (DPA)
replay attack

initialization vector/initialization value (1V)
keyed-hash message authentication code (HMAC)

single sign on (SSO)

electronic codebook operation mode (ECB)

digitally seal

digital stamp

electronic evidence

Diffie-Hellman protocol
one-time-password
one-time-password token
one-time-password system
end-to-end encipherment/encryption
symmetric cryptographic algorithm
symmetric key

symmetric key management system
access control

asymmetric cryptographic algorithm
/public key cryptographic algorithm
asymmetric key pair

block cipher algorithm

block cipher operation mode
cryptographic server

public key

public key infrastructure (PKI)
backward secrecy

data encipherment/encryption key
session key

Internet key exchange protocol
Internet Protocol Security

E
2.1
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2.3
2.4
2.5
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2.7
2.8
2.9
2.10
211
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2.21
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2.24
2.25
2.26
2.27
2.28
2.29
2.30
2.31
2.32
2.33
2.34

Internet Security Association and Key Management2.35

Protocol

confidentiality

counter operation mode(CTR)
masquerade attack
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ARG 2
PUHRA 1
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CRLNTRER
LR
LR SNy
B RS
EATINNG

C AN S RFR
b ==

N
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B OO AR
O AR TARR

=4
=P
g
EH
HEH RS
WAL
A
R
2o
B
WHE
B RS
WHE L
FEHARY
=S
I
AR
RN
WAL

erifier impersonation attack
encipherment/encryption
public key for encryption

private key for decryption
encipherment certificate/exchange certificate
decipherment/decryption
current cryptology
non-repudiation

off-line attack

link-by-link encipherment/encryption
cipher

cryptology

cryptographic machine
cryptographic theory
cryptographic module
cryptographic algorithm
cryptographic algorithm chip
cryptosystem

cryptographic protocol

hash algorithm

secret sharing

ciphertext

cipher feedbackoperation mode (CFB)
cipher block chaining operation mode (CBC)
key

key backup

key schedule

key generation

key revocation

key transportation

key storage

key distribution

key division

key update

key management

key management system

key management center (KMC)
key archive

key recovery

key encryption key (KEK)
key space

key confirmation

key lifetime
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B R 1A
I
Uip'a
PCI # i+
R4 R
(TN
A FLEH
ZEAUETS

T ) R 2%
G ERGT
RSA 5%
SHA-1 5iJ:
SHA-256 5.9
SHA-3 5i:
A% BN
Sy 2 1SR 2 )
A H Kt

I )k

N [A) AT A%
N ) B R G
N TAL R M
B

PGS BESEA B it
FRUE R
FAIET

figy B Rt T AR
B e B
B 1 BEALAY
JE P B R S
JeE I TS
74
G EED)
AU
G

SM1 Hi%
SM2 ik
SM3 .k
SM4 Hyk
SM7 Hyk
SM9 1L 595
SSL i
HEbRR

key destruction

key agreement/key exchange

key cycle

plaintext

PCI cryptographic module
signature policy

public key for signature

private key for signature

signature certificate

forward secrecy

exhaustive attack
Rivest-Shamir-Adleman algorithm (RSA)
secure hash algorithm-1(SHA-1)
secure hash algorithm-256(SHA-256)
secure hash algorithm-3(SHA-3)
device key pair
authentication/entity authentication
birthday attack

time stamp(TS)

time stamp authority(TSA)

time stamp authority system

time stamp protocol (TSP)
privilege authorization

privilege management infrastructure (PMI)
privilege information

privilege certificate

output feedback operation mode (OFB)
data integrity

attribute authority (AA)

attribute authority system

attribute certificate

digital signature

digital envelope

digital certificate

private key

SM1 algorithm

SM2 algorithm

SM3 algorithm

SM4 algorithm

SM7 algorithm

SM9 algorithm

secure socket layer protocol
algorithm identifier
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random number
random number generator

elliptic curve cryptographyalgorithm (ECC)

VPN cryptographic machine
ciphertext-only attack
modern cryptology

linear cryptanalysis

message authentication code (MAC)

MAC algorithm

message digest

stream cipher algorithm

virtual private network (VPN)
chosen-ciphertext attack
chosen-plaintext attack
known-plaintext attack

hash value

on-line attack

certificate identifier

certificate revocation list (CRL)
certification authority (CA)
certificate authentication system
certificate validation
registration authority (RA)
smart card

cryptographic smart token
man-in-the-middle attack
master key

dictionary attack

ZUC stream cipher algorithm
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access control

algorithm identifier

asymmetric cryptographic algorithm
/public key cryptographic algorithm
asymmetric key pair

attribute authority system

attribute authority (AA)

attribute certificate
authentication/entity authentication
backward secrecy

birthday attack

block cipher algorithm

block cipher operation mode
certificate authentication system
certificate identifier

certificate revocation list (CRL)
certificate validation

certification authority (CA)
chosen-ciphertext attack
chosen-plaintext attack

cipher

cipher block chaining operation mode (CBC)
cipher feedbackoperation mode (CFB)
ciphertext

ciphertext-only attack
confidentiality

counter operation mode(CTR)
cryptographic algorithm
cryptographic algorithm chip
cryptographic machine
cryptographic module
cryptographic protocol
cryptographic server
cryptographic smart token
cryptographic theory

cryptology

cryptosystem

current cryptology

data encipherment/encryption key
data integrity
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decipherment/decryption

device key pair

dictionary attack

differential cryptanalysis

differential power analysis (DPA)
Diffie-Hellman protocol

digital certificate

digital envelope

digital signature

digital stamp

digitally seal

electronic codebook operation mode (ECB)
electronic evidence

elliptic curve cryptographyalgorithm (ECC)

elliptic curve Diffie-Hellman key agreement(ECDH)

encipherment certificate/exchange certificate
encipherment/encryption

end-to-end encipherment/encryption

erifier impersonation attack

exhaustive attack

forward secrecy

hash algorithm

hash value

initialization vector/initialization value (1V)
Internet key exchange protocol

Internet Protocol Security
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IPSec Bl

Internet Security Association and Key Management ISAKMP 131X

Protocol

key

key agreement/key exchange
key archive

key backup

key confirmation

key cycle

key destruction

key distribution

key division

key encryption key (KEK)
key generation

key lifetime

key management

key management center (KMC)
key management system
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2.44
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key recovery

key revocation

key schedule

key space

key storage

key transportation

key update

keyed-hash message authentication code (HMAC)
known-plaintext attack

linear cryptanalysis

link-by-link encipherment/encryption
MAC algorithm

man-in-the-middle attack

masquerade attack

master key

message authentication code (MAC)
message digest

modern cryptology

non-repudiation

off-line attack

one-time-password
one-time-password system
one-time-password token

on-line attack

output feedback operation mode (OFB)
PCI cryptographic module

plaintext

private key

private key for decryption

private key for signature

privilege authorization

privilege certificate

privilege information

privilege management infrastructure (PMI)
public key

public key for encryption

public key for signature

public key infrastructure (PKI)
random number

random number generator
registration authority (RA)

replay attack

Rivest-Shamir-Adleman algorithm (RSA)
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secret sharing

secure hash algorithm-1(SHA-1)
secure hash algorithm-256(SHA-256)
secure hash algorithm-3(SHA-3)
secure socket layer protocol
security chip

security credential

security module

session key

signature certificate

signature policy

single sign on (SSO)

SM1 algorithm

SM2 algorithm

SM3 algorithm

SM4 algorithm

SM7 algorithm

SM9 algorithm

smart card

stream cipher algorithm

symmetric cryptographic algorithm
symmetric key

symmetric key management system
time stamp authority system

time stamp authority(TSA)

time stamp protocol (TSP)

time stamp(TS)

virtual private network (VPN)
VPN cryptographic machine

ZUC stream cipher algorithm
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