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» Caesar 1. AJEiltHE, &% SJulius Caesark BH i),
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» Caesar 8 : c=(m+ k) mod 26
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Caesar was a great soldier
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FEH R TE ZEM (Perfect Security)

» 1949: Claude E. Shannon, Communication Theory of

Secrecy Systems
H(K|(M,C))=H(K)
H: %, 15 8E8E e

» FEALK e{0,1}128, FHEMKAIMEZR N1/2128, 15 5 EH(K)
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b AES RPN, O A AR 2 T SR TR] Y fe A AT RE
RIFFE K WESLCKRMEI XM, D& 7254 S(M)
Fo XPREMARS R B PRz e, MITEE
FEBR (0 22 T U TR AN Al RS A7)

Z R %4 (Goldwasser, Micali, 1982) Z&%€F /N
XM, M,, BARGE—NEXC, HCAHF—
B SCH) R S, 7EZ AT [B] AN EE Udﬂ‘ﬂZH’b&ﬁ
P IR R X 43 C RN B SC R 25 3L

Pr(A(C, M,, M,)=1E#4 B 30)<1/2+1/P(K)

k: Z2EH, PN ERIEREZ TN
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1976, Diffie, Hellman, New Directions in Cryptography
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There are infinitely many primes:
2,3,5,7,11,13, ...

The greatest common divisor of two
numbers is easily computed
(using “Euclid’s Algorithm”):

gcd(12,30) =6

Pierre de Fermat (1601-1665)
Leonhard Euler (1707—-1783)

Fermat’s Little Theorem (1640):
For any prime pand any a, 1 < a < p:

a'=1 (mod p)
Euler’s Theorem (1736):
If gcd(a, n) =1, then
a’™ =1 (mod n),

where ¢(n) = # of x < nsuch that gcd(x, n) = 1.

Carl Friedrich Gauss (1777-1855)

Published Disquisitiones Aritmeticae at age 21
“The problem of distinguishing prime numbers from
composite numbers and of resolving the latter into
their prime factors is known to be one of the most
important and useful in arithmetic. .. . the dignity of
the science itself seems to require solution of a
problem so elegant and so celebrated.”

William Stanley Jevons (1835-1882)

W:‘h
\

Published The Principles of Science (1874)
Gave world’s first factoring challenge:

“What two numbers multiplied together will
produce 8616460799 ? | think it unlikely that
anyone but myself will ever know.”

Factored by Derrick Lehmer in 1903. (89681 % 96079)

Alan Turing (1912—1954)

Developed foundations of theory of computability
(1936).

Claude Shannon (1916-2001)

» “Communication Theory of Secrecy Systems” Sept
1945 (Bell Labs memo, classified).

» Information-theoretic in character—proves
unbreakability of one-time pad. (Published 1949).

Ronald L. RivestEOn the growth of cryptography :
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» RSA. ECC%
» Hasheg#: BEME, HFEZRATHIAE

» IIMD5. SHA-1. SHA-2. SHA-3%

RSA: 1978, Rivest. ShamirflAdlemanf&H .
ECC: 1985, KoblitzEMiller 33 H

MD5: 1991, Rivesti%it

SHA-1. SHA-2, SHA-3: EErESARRAMIIRE |




RSA ZMWEH| ) %22 —>DIN %
N = pq (EF p. q BRIPIEF) RfGe
AT N, e, AH: e, (e,(N)) =1 TEiETe. KRB m
WRE: D q, o) Attacker
F\%H:d, ed = 1 mod @(N)
o (N)=(p-1)(g-1): EulerE’:.féf[
‘ A Hc Hi5e
IR e &® . :
m=c?modN |( q {I%E‘m < L
'b : i/ THHEE
z\} fitc s !(jb c=m°modN
Alice

Bob
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N = pq (K p. q RREHESH) TEE £ A (m, e, s) KRB
‘ m', s'"{§75
~EelH (e, o(N)) =1 m' =s® modN
FHAW R ed = 1 mod ¢(N) U
3RE (m, e, s)
{ﬁ ET = n p g%’fﬁ (m, e, s)
Vl‘ﬁﬁfu B/ ‘ = s® mod N
s=m“modN /| 3 H(A
wm (m, e, s)
Alice Bob
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Factorization of RSA-129 (April 1994)

» RSA-129 =

11438162575788886766923577997614661201021829
67212423625625618429357069352457338978305971
23563958705058889075147599290026879543541

» Derek Atkins, Michael Graff, Arjen Lenstra,
Paul Leyland: RSA-129 =

34905295108476509491478496199038981334177646
38493387843990820577 x
32769132993266709549961988190834461413177642
967992942539798288533
» 8 months work by about 600 volunteers from more
than 20 countries; 5000 MIPS-years.

» secret message:
The Magic Words Are Sgueamish Ossifrage

Factoring on a Quantum Computer?

s ol o)

In 1994, Peter Shor invented a fast factorization
algorithm that runs on a (hypothetical) quantum
computer and works by determining multiplicative
period of elements mod n.

» In 2001, researchers at IBM used this algorithm on a
(real) quantum computer to factor 15 = 3 x 5.

» Recently (Dattani, 2014): 291311 = 557 x 523
» Dark clouds on horizon for RSA?

» In 2004 Xiaoyun Wang and colleagues found a way to
produce collisions for MD5:

MD5(file1) = MD5(file2) 1!

Also for SHA-1 and many other hash functions.
Major break!!

» So NIST ran a competition for new hash function
standard (SHA-3 = Keccak).

» https://people.csail.mit.edu/rivest/pubs/Riv1la.slides.pdf
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http://events.ccc.de/congress/2009/Fahrplan/events/3654.en.html
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Dobbertin 1996 NNIST, "93)7
/ \ Wan g/Y 1997
> (I Chabaugl/Joux, 1998

Wan, 1 998
Preneel ,

Wang/Yu 2004

RIPEMD-160
(Dobbertin et al.1996)

SHA-3

2003

SHA-2 (NIST, 2002)

/i

(NIST, 2012)
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SHA-1破解新.wmv
SHA-1破解新.wmv
SHA-1破解新.wmv

NIST )= BT 2% 22 B SR HESHA-3 W T

285 IR E R Hash BB <

CSRC HOME > GROUPS > 5T > HASH PROJECT SECOND CRYPTOGRAPHIC HASH WORKSHOP
CRYPTOGRAPHIC HASH WORKSHOP August 24-25, 2006
Ariginal Call for P
October 31-November 1, 2005
. Workshop Report
Oiginal Call for Papers
N R Corwin Pavilion, UCS5B Santa Barbara, CA
Unaccepted Papers
Program
MIST Gaithersburg, MD Thursday, August 24, 2006
1:00 PM - 5:00 PM - Registration {Corwin Pavilion Lobby)
Monday, October 31, 2005 2-00 PM - 2-10 PM
8:15 AM - Bus departs Gaithersburg Holiday Inn for NIST Opening Remarks

William Burr, National lnstihite of Standards and Technology
8:30 AM - 3:00 AM - Registration — Continental Broakfast

9:00 AM - 9:715 AM
Opening Remarks

2:10 PM - 3:15 PM Session 1: Papers - New Structures of Hash Functions
Session Chair: Lily Chen, Nafional Institufe of Standards and Technology

Shashi Phoha, Director, Information Technology Laboratory, NIST ZA5FM - 2:35PM )
William Burr, Manager, Security Technology Group, Computer Security A Framework for lterative Hash Functions - HAIFA [paper]
Division, NIST

[presentation { pdfi]
Orr Dunkelman, Techmion - lerael nstitute of Tedma'og].-'
Tachni leraal Inefifute. af Teck

R HELE
Eitie: 2
MAESHE R,

!

’ na

9:15 AM - 3:45 AM
Keynote Speech: Cryptanalysis of SHA-1 Hash Function (ppt only)
Zlaoyun Wang, Tsinghua University

o IﬂﬁHashgl BH
= EH R EETE

A
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. NIST accepts that Prof. Wang
NISTA\ EHEZHERE T —1 —p| Nas indeed found a practical

SHA-1H)SZ Rl collision attack on SHA-1.
In recent years,......and serious attacks EEFHLA N 2442 IESHA-17E B 725

have been published against SHA-1. In 0 = ;
response, ...... NIST has decided to iﬁ%igg%ﬁ%g%iﬂlﬁ% ik

develop one or more additional hash
functions through a public competition,

similar to the development process of the Federal agencies should stop using
Advanced Encryption Standard (AES). SHAl for digital signatures, digital
T time stamping and other applications

> W 6t SHA-1 [ 2 NIST that require collision resistance as soon
AT RLRS H) Bt as practical, and must use the SHA-2

Y22 38 1F N TR 22— A
{%/ﬁ\ﬁﬁ/@} R%&VI‘ I~ B% family of hash functions for these
2T IS A R applications after 2010.
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Gradually Sunsetting SHA-1

Friday, September 05, 2014

The SHA-1 cryptographic hash algorithm has been known to be considerably weaker than itwas
designedto be since at least 2005 — 9 years ago. Callision attacks against SHA-1 are too
affordable for us to consider it safe for the public web PKI. We can only expect that attacks will get
cheaper.

That's why Chrome will startthe process of sunsetting SHA-1 (as used in cerificate signatures for
HTTP3) with Chrome 29 in Movember. HTTPS sites whose cerificate chains use SHA-1 and are
valid past 1 January 2017 will no longer appear to be fully trustworthy in Chrome's user interface.

SHA-1's use on the Internet has been deprecated since 2011, when the CA/Browser Forum, an
industry group of leading web browsers and cerificate autharities (CAs) working together to
establish basic security requirements for 35L certificates, published their Baseline Reguirements
for 5L, These Reqguirements recommended that all CAs transition away from SHA-1 as soon as

possible, and followed similar events in other industries and sectors, such as MIST deprecating }E:-:ample Cromain o
SHA-1 for government use in 2010, » e—
. . " . ﬂ ] = .
We have seen this type of weakness turn into a practical attack before, with the MD5 hash - -ﬁ L}{ h—t—t—ﬂ-ﬁ- : II|' fw_examp'e_cﬂm

algorithm. We need to ensure that by the time an attack against 3HA-1 is demonstrated publicly,

the web has already moved away from it. Unfortunately, this can be quite challenging. For example,
when Chrome disabled MD5, a number of enterprizes, schools, and small businesses were

affected when their proxy software — from leading vendars — continued to use the insecure » -] DL
algaorithms, and were left scrambling for updates. Users who used persaonal firewall software were S HA— 1'[, ] ) \

also affected.

We plan to surface, inthe HTTPS security indicator in Chrome, the fact that SHA-1 does not meet its
design guarantee. We are taking a measured approach, gradually ratcheting down the security

indicator and gradually maoving the timetable up (keep in mind that we release stable versia
Chrome about 6 — 8 weeks after their branch point):

Chrome 39 (Branch point 26 September 2014}

il b N
Chromel %28 R 7£2014429H
»
26 H J5 15 1IEXFSHA-1{E 5 32 7%
Sites with end-entity (“leaf") cerificates that expire onor after 1 January 2017, and which include a
SHA-1-baszed signature as part of the cerificate chain, will be treated as “secure, but with minaor

errors”. T F. — = e T

() N5
The current visual display for “secure, but with minor errors” is a lock with a yellow triangle, and is

usedto highlight other deprecated and insecure practices, such as passive mixed content. » )
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FE2004ERF = L, EA

=& | T4 M D5tk I

ﬁlb%@JT'[ﬁﬁ E{_’an? ------ In 2005 the situation got worse. Wang, in

T AT T B By = X M DS ) Bt collaboration with Yiqun Lisa Yin and Hongbo Yu,
E_‘ﬁlb %“%%M D5|':|:';El showed a collision attack on SHA-1 that took 26°

steps (instead of the expected 28%) [14]; then Wang,
in collaboration with Andrew Yao and Frances Yao,
demonstrated a collision attack on SHA-1 that
required only 2% steps [15].

At a cryptography meeting in Santa Barbara)

California, Xiaoyun Wang, Denggou Feng, t

Xuejia Lai, and Hongbo Yu received a 20054 E 1B IEFE, £/hx,
standing ovation for work showing FHRBE, TLEENSHA-13
collision attacks on MD5....... There had R, 2R 200
already been a move away from MD?5, but 7 4 <5 ?
this was the final blow. MfE, £, BhEXXTE Rt

177, BREN2S,
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» X.509F ik EH bR RS BB (1 TU-T) ] 2 KIPKI(

P T A ) b 1

v X509 X T (EANIRF)APHES iEHmREEE

N

PEE P ANE 5 B AR 0 IR S VA FUE T pn 1
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iE 45

Certificate:

e BAHE T4

Serial Number: 1 (0xl)

Signature Rlgorithm: mdSWithRSAEncrypticn
Issuer: C=ZA, S5T=Westerm Cape, L—Cape Town, O=Thawte Comsulting cec,
OU=Certification Services Division,
CHN=Thawte Server CA/emaillddress—server-certs@thawte.com
Validity
Not Before: Aug 1 00:00:00 19%& GMT
Not After : Dec 31 23:35:59 2020 GMT l'
Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
OU=Certification Services Diwvision, %
CN=Thawte Server CAL/emaillddress=server-certs@thawte.com A
Subject Public Key Info:
Public Key &Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit): '
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2581AA28E8 78815
— _header — e + OADSICOFIESTOZAY STO6410E6BRACEOT . % o tumor ( comment)
VETSTOM TIUMbEr3" o ooy mxmhw«mxnmr.n——‘g “serial number 654 17000000 birthday bits (96) = 33000000 275E39B0BIEI0PAE
signature algorithm “MD5 with RSA” 15 signature algomhm“m)5 with RSAY s
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2 74 —
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pil ey i = || e 3
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=] .00:00" 6264¥039XINTACES DESOS1IRIDE0DIDL e FZ6IPOIIMIEINCEE DES0S1FRIDEODIDI
to 4 Nov. 2009 7:52:02" | e T to 2 Sep. 2004 0:00:00" e e Block 11 el | 1]
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organizalion 1170 “MD5 Collisions Inc. 2 e
g (htep:/ fwww.phreedom, org/ < 0692F14F4SEEDY30 36AI2BECDEIIAESS s
“i.broke.the.internet.and Trozd ) E P oxg 2 63774RICIAIIAEIE DISK ” blotkAz 0692F14F45EED930 36AI2BECDETTAESS
A i e md5 = 63TP4EACIAIIAEI6 DIDFO203010001A3
-all.i.got.was.this.t- — =2 7" (identical) B1ED3081BA300E06 0355100F0101FF04
shirt.phreedom.org” e 1 — 04030204£0301006 03551D0E04160414
block 4 public key aigorithm RSA— subject key identifier »_~ =
245 ~ | modulus (1024 bits CDREBITARS603TF7 96371729DR4176¥1
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g “See www.rapidssl.com/ block 5 ASDEA 5 — é for
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F] resourcas/cps;i(c) 08 2 = authority key identifier v block 14 6C301r0603551023 04183016B014BERS
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“Domain Control Validated 43134C99715D0A4ES TEOBECIAF24F1B4L f— o o0 NoyAsage T -@}l
w biock 15 0601050507030106 082B060105050703
| Basic consiraints "aa = FALSE” || Lol (identical) 02300C0603551013 0301470402300
~public 65537 signature algorithm “MDS with RSA™ A signature algorithm “"MD5 with RSA”
f : = key usage “.." signature signature
_I: L basic constraints "CA = TRUE” A721026DD10EA280 7725FD4360158FEC A7210260010EA280 77257D43601587EC
Y 2 e EF3047D484421526 111CCDC23C1029R9 ET3047D484421526 111CCDC23C102929
subject key identifier v..~ BEDFABS77S9IDAES 288390451C306356 ) BDPABSTTS91DAES 2BEI90451CI06356
3PBADSSOYARDSE6C CO6SACEE5TDRICCE (identical) SYBADISOFAEDSEEC CO65ACE657DRICCE
~, 763BFS000ESEASCE ITCHOEC2BCECDES 163BFS000EBEASCE 7EACSOEC2ECECDES
] Thority ke identiier ~.# { B4BT62D0TEBICS26 7244EDT69BSBAECE BASF62DOFEBICS26 T244EDF698SBAECE
—_— Y key D19SFSDACSEES846 E17SCBECIDEFIETA D1SSPSDAOBER6S46 B175CSECIDEPIETR
/= 94F1ARSI78A24SAE SAEADIIETACHIE6T 94F1AASITBAZ4SAE SAEADIOET4CET667
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Although Wang’s random looking collision
blocks by themselves do not pose any dange

First, for any meaningful common prefix
collision blocks (M: M’) mav be

Given this message pair, we modify a
suggestion by Xiaoyun Wang (private

This was suggested by Xiaoyun Wang be
with this type of message difference the nu

nf hiteanditinne nvinr tho finnal hain and A K

In [14] and [21] it was shown how any exis

MD?5 collision, such as the ones originally
presented bv Xiaovun Wana at the Crvpt

This work benefited greatly from
suggestions by Xiaoyun Wang

21N

768 Euis KB 7 AE AT

i SR B AT, Rl

LM SN = i 7s fy =V = 3 BV- =N = N DY/ s

AR ¥ -

—/\zﬂﬁﬁlﬁi

LI >0

T/NEE

— " [ NS = Sy B BN

N, BT

Sy Koo, =N —

2 PR A X 3R 2 1 B

SrELY B TR M A

2T 2F KM D5AIE:

® (PlnE

N Crunta 2NNA A 1B Lh A

T/ AETIER R

2B

K

2L TRAT]



3

HETAEFE R 2R S BFEHBrviE

K& (Worm. Win32.Flame)

» 2012465, #BRZ HZEERX KU

——“ =
j( L-I ‘( = not _paress. $T0 then

assert( 1oadstringconfig. got( “LUA,LIESTSTU™TTTT)
{F not _parang, table_ext then
assort(loadstringlconfig. get( "LUA.LIDS. table ext”)))
if not L1 FLA S_LOGDED__ then
LIB FLAKE PROPS_LORDED__ + trye
tlane props|! |
flase_props |FLANE 10 CONFIG KEY = “MANRGER,FLAME ID"
Flane_props |FLANE_TINE_CONFIG_KEY TI"' ’lU“ [" SECS
flane_props
fiano_props|Fl
Flane_props |SUCCESSFUL
fFlane_props | INTERNET CHECK KEY

st
ey 2
AR LA B 1H] TH] -

Ll
-

» » f1an0 _props |BPS CONFIG : N LEAK, BANDUIOTH CALCULATOR, 8P
I )E;‘ ;{I-l!] Ijisgl 15E1§§E’:if;i!S: :igiéi: Flane_props |BPS_KEY * "BPS"
.JIL )\ - ".l flone_props UER_KEY + “GATOR PROXY DATA.PROXY SEAVE
flono propsaettianeld + function()
i { §F conrig. hackey( Flone_props FLANE_ID_CONFIG_KEY) then

local 11,0 + config.get
local 11,1 = flawe props FLANE [0 CONFIG KEY
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“MDS5 vulnerable to collision attacks”
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